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1. RIGHT OF INSPECTION AND CONFISCATION:  I understand that Northrop Grumman has the authority to inspect all persons, vehicles, hand-carried packages, and containers prior to allowing entry into non-public areas of its facilities, again at departure from the facility, and at any time while on company premises.  The decision to inspect a particular individual or item is not based on any probable cause for suspicion.  Further, Northrop Grumman has the right to impound/confiscate equipment/items being misused, or those suspected of misuse, on company premises.

2. PROHIBITED ITEMS:  I understand that Northrop Grumman  prohibits the introduction of the following types of items onto company premises, except when officially required and identified for the performance of a contract:
a. Weapons and ammunition of all types (except for law enforcement, military, or authorized security personnel).
b. Explosive and incendiary devices (except as associated with or necessary for contractual work on military or similar articles).
c. Alcoholic beverages.
d. Illegal drugs and other controlled substances not legally authorized for the holder.
I understand that this list of prohibited items may be supplemented by company elements and that any such additional prohibited items will be listed on signage at facility entrances.  

3. RESTRICTED ACTIONS:  I understand that Northrop Grumman allows the introduction of various items of personal or non-company-owned restricted equipment onto company premises but restricts use on the premises in any way that may pose a security concern for the company.  I understand that the following actions are of security concern to the company and are prohibited on company premises:
a. Personal photography with any type of camera.
b. Personal sound recording by any means.
c. Personal cell phone usage in areas where proprietary or classified national security information is being discussed.
d. Connectivity (by wire or wireless) from any type of non-Northrop Grumman computing system, device or storage media to any Northrop Grumman computing system, device, storage media or network.
e. Recording or storage of Northrop Grumman company data on any personal or other non-Northrop Grumman electronic or optical media.
Additionally, I understand that Northrop Grumman company business may not be processed on any personal or non-company-owned computing system anywhere.  I further understand that if I require an exception to any of the above prohibitions or restrictions, I must seek advance approval from Security through my management chain. 

4. I understand that customers or contracts may impose more stringent security controls on equipment and items in the workplace, for the protection of national security information, and that these rules supersede those herein. 

5. I acknowledge that I have read and understand this document.  I agree to abide by the stated prohibitions and restrictions during the entire term of my employment by, contracted service to or customer relationship with  Northrop Grumman (including future changes to these rules that may be formally established in company Command Media) or term of my access to a Northrop Grumman controlled facility.  I understand that violation of any of the terms of this document, or of the underlying company procedures, is cause for discipline, up to and including termination of employment or revocation of my access to Northrop Grumman facilities.
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